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Problem statement 

One of the UK’s largest retail banks required a review of 

its produc�on IT systems to ensure access rights were 

appropriate and to iden�fy privileged access ownership. 

Any inappropriate access had to be addressed urgently. 

Therea�er, the bank wanted to establish an addi�onal 

layer of security in a new access valida�on process. 

Privileged account creden�als provide people with ele-

vated systems access. This allows them to perform oth-

erwise restricted tasks such as installing so�ware, alter-

ing IT configura�on se�ngs, accessing sensi�ve data, 

and even controlling access rights for others.  

Privileged user access needs be closely managed to en-

sure that only those with a jus�fied business need can 

have it. This mi�gates the threat from compromise to an 

organisa�on’s most sensi�ve systems and informa�on.  

Our approach 

We were able to help the client using i-Remediate, an 

end-to-end methodology for resolving security control 

problems. i-Remediate was developed based on our ex-

perience of resolving cyber weaknesses across many of 

the UK’s largest financial services companies. 

A�er ini�al data collec�on and valida�on, work moved 

on to remedia�on using our structured priori�sa�on 

approach. In driving the remedia�on ac�vity, we worked 

closely with the relevant applica�on and pla�orm sup-

port teams across the organisa�on.  

 

CASE STUDY — PRIVILEGED ACCESS MANAGEMENT 

A key feature of i-Remediate is the ability to quickly 

establish and track ac�vi�es against a defined set of 

priori�es. This meant the business execu�ve received 

effec�ve, �mely progress repor�ng, and could provide 

addi�onal management support where required.  

Our approach supports high-volume, asset-based reme-

dia�on exercises. In this instance, the scope included 

23,000 accounts and 700 applica�ons.  

Ac�on was taken in several ways: dele�ng redundant 

accounts, removing inappropriate en�tlements, and 

restric�ng data access to read-only. Finally, accounts 

which did require elevated rights were configured to be 

managed within a privileged access management tool.   

The outcome 

By using i-Remediate, our privileged access manage-

ment programme reduced the risk of unauthorised data 

access throughout the client organisa�on. Redundant 

and inappropriate user access rights were removed or 

restricted, and the new access management tool con-

trolled the gran�ng of valid elevated privileges in the 

future.  

The client’s privileged applica�on access was reduced 

by 80% - significantly improving its risk posi�on. Steps 

were also put in place at this stage for ongoing remedi-

a�on to be transi�oned to a business as usual ac�vity.  

Privileged access woes addressed using a structured         

remedia�on approach  

“The client’s privileged 

applica�on access was reduced 

by 80% - significantly 

improving its risk posi�on.“ 

Inappropriate user access compromises security  


